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VIDEO SURVEILLANCE SYSTEM

ATMeye>

.iQ Family Product

BS2 i ATMbusinesgrocessoutsourcingompanyWe specializén
systemntegratiopankingsoftwaralevelopmerand professional
servicesOverl5 yearsof experiencan salesandprojectsn more
than 60 countriesaroundthe globe provesour reliabilityand
professionakperiencia bankingechnologlyusiness

BS2 is Wincomixdorfpartnersince1995 Morethan22 000 Wincor
NixdorfATMshas beensoldin 15 countriesWincorNixdorfhas
signedjlobaATMeydistributioagreemenmh 2009

Head office: Vilnius, Lithuanib

Subsidiariest atvia, Estonia, Belarus, Azerbaijan, Kazakhstan and Uzbe'<istan.
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Business process outsourcing

Transaction device hardware sales
Hardware maintenance
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Innovative software development and integ
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Software support and maintenance
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2 Security Challenges

Dispute management problems

Fraudskimming)

Theft card data theft
ATM explosion
gas attacks
pulling out ATM, etc

Vandalism

Slow reaction on suspicious ev

High ATM security expenses

If you'have evenfaceddand wantto@ave B
these/ATM seciirity challenges I Aw@soluﬁmnusmdﬁadbfqroya?u!]
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@ What isATMeyé?

ATMey& o videosecuritymanagemergolutionreducestherisks of fraudand
vandalismyesolvesconflicts with clients,and allows monitorsecurityevents
247 to wholeATMnetworkremotely!

ATMey& - ATMSecurityPreventioool
RecordallstandarandsuspiciousvenfromATMs

AT ey fastestreactiononany suspiciousevent
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VIDEO SURVEILLANCE SYSTEM
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ATMeye>

ATMeyé& Package

ge
7

Basic Packa

\ ATMey€ Software CD Video capture card Plugin connecor for up to 4 cameras

+
Possible additional parts

2 Y N (C N

: (AShock (vandalism) )
E é 4
N .

AGas (ATM explosion)
a

\_

ATemperature (ATM firing)

AAntiskimmin@TM attackers)

Aseismic (ATM flip, terminatiop)
k/lAny other sensor -

\Camera:onnectiorcabléj \ Camera / \ Security sensors /
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ATMeye>

M\/IeyéQ- How Does It Work?

ACamera installation in ATM

APortrait camera ADispenser camera External camera

Dispenser
camera

Portrait
camera

Safe

o0Cash present®eCash prBesel
camera

ATMey€R portrait ATMeyé&Rdispenser
camera snapshots camera snapshots
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M\/IeyéQ- How Does It Work?

9

1
:
Unlimited number || =)

of users

Wincor Nixdorf

G
(
1] &3

V ATMey® agenton everyAT M(wincoNixdorf,

NCRDieboletc) to captureventecords

V AllrecordsirestoredocallyatATVharddrive)

1 1 V All recordscan be downloadedo central
e serveimmediatelpyrequesorbyschedule)
i
- )
= (G| In order to ensure efficiedinemetwork
St accessibility we use the same ATM networl
- there isno additional operational expenses!
=
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' ATMey€& Functionality

A24/7 alerts on suspicious actions afedrs

ATheft(card data theft, ATM explosion, etc.)
AFraud(skimming)

Avandalism

AOther illegal actiongamera covered, etc.)

ADispute management (conflict resolution)
ARemote ATM video monitoring and control
AVideo archive management

AReporting

AUser rights (data security) management

AATMey& monitoring (camera status, video card status, connection status)

2010.04.09 ATMeyeR 9
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Immediate Reaction

B)

Suspicious event System reaction Alarm Foto snapshots
.
Immediate reaction
| .~ *
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Photos made by:

skimmed information anc
PIN

Skimmer was caught by police in Kaunas, Lithuania.
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Photos made by:

ATM eye
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“®Case StudpVandalism

IRVANDALISMUS !

AWe sent picture from ATMeye to Police
Vitezslav Strajt, Wincor Nixdorf, Czech Republic
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@ Dispute Management

sDi @
] AN

Client claims not receiving
4 money from ATM

7

2010.04.09

Friendly Bank

w

ATM eye

VIDEOQ SURVEILLANCE SYSTEM
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@ém‘

Event search by Terminal ID/
Client ID/ Date

v

( Y

\ J

=alz,

Report with snapshots )

\

Dispute solved

¥
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A%e‘y@ase Studg Conflict Resolution

Cash presented

The cash

Pin entered Transaction request

Cash presented

Bank has investigated the case and returned money bac
the cardholder in Riga, Latvia

2010.04.09 ATMeyeR 14
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= ATMey& Functionality

T~

24/7 Remote ATM Video Monitoring And Control
o/ . B AN O

~
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DistriButed Video Archive Manageme

A Picture / Video search by:

ADate
ATerminal ID AAlarms
ACard ID

A Download by Schedule

2010.04.09

ATransaction events

ATechnical events

iE ATM NETWORK Events List ©3

ATM NETWORK
¥ Search

Bl Download By Schedule
Download By Schedule

Terminal ID YK405W212
Download media from ATM for selected period

Date From | j14-Dec-2009 ||
Date To | 01-Jan-2010 |»
Start Time | 29-Oct-2009 |v [11:14 |
Execute (%) Once
OBy Period I
O By Week Days
Mon Tue Wed Thu Fri Sat

Sun

o || Cance'll

ATMeye®R
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& ATMeyé&? Functionality

Reporting

A Statistic Report T S:er:::,fw ATM NETWORK ~ —I-
Devices statistics
Events statistics.

A Alarm Summary S

Devices characteristics of ATMeye for node

AUser Action Statistics ||| s

Terminals 10
| Terminais with ATMeye g
A . . ATMeye in online
System statistic report ||| e
Terminals, that have sent events in last S minutes period
Terminals, that have not sent events in last week

w0 O W o

Correlation of characteristics

Terminals
S TORs VR AT |
Wl ATMeye in online
B Unknown terminal o]

B Terminals, that have sent events in last § min

B Terminals, that hae not sent events in last week  RRR—

2 2 “ 3 L] 7 a 9 10 i

Common | ATMeye |
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ser Rights Management
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